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HSBC WARNS AGAINST PHISHING EMAILS

The Hongkong and Shanghai Banking Corporation Limited would like to alert
its customers to several phishing emails purported to be from HSBC. Those
emails require the recipents to reactivate their bank accounts or digitally sign
some agreement documents.

HSBC would like to remind its customers that it has no connection with the
phishing email involved. Customers are advised not to open any link in the
email. The public should also safe-keep their login credentials.

HSBC reiterated that it will not send SMS or email messages with embedded
hyperlinks directing customers to its websites or mobile applications to carry
out transactions, or request for sensitive personal information or credit card
details from customers through hyperlinks.

Below are the screen capture of the phishing email and link of the fraudulent
websites:

Phishing emails and screen captures

e communications.hsbc@webarg.net

¢ informationservices.hsbc.com.hk@webarg.net
¢ hsbc.communications@webarg.net

¢ eTicket.hsbc@kyoukan.jp
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E Stay up to date

Gat email alerts or nofifications for new eAdvicas.

How do | access my eAdvice?

Ghoose your StatsmentieAdvice viswing preferences in two simple steps:
Step 1: Simply log on fo orline banking via our website. Go fo My Banking'> "View/Manage documents'

StepZ Select’ =
preference

) It you have any questions regarding this arrangement, get i fouch with us mstantly and
JEIA  securely using ‘Chat with us™ on the HSBG HK App or 'Live Chat feature on our
wabsila. Allamafivaly, you can elso contact us through our cusiomer service hottine at

It's simple and easy!



What do you have to do?

Confirm i your account is still active by updating your contact details.

HSBC Online Banking - Verify account
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Phishing URLs

o https:/furldefense.com/v3/__https:/Ollum.de/www__;IILSAcJDIP!OnpUnifKd
HsSKG4fxcmMMonE6&f6FDUApgRVNzPLNfuGZAPYWEKotvw\xcjGvURF7
40x_dDFzvE71Sn5_aJkB$

« https:/furldefense.com/v3/__https:/fiengtrungmoliifm.vn/www__;!ILSAcJDI
PlyXYSHS5pUeCiHWWmMNYeCoKLHfnxPX1B3pkIWNgsp78hniXuweVKSi
Mpj2HE3oKovCnpd6ke9IS7TMJggnLJXI$

« https:/furldefense.com/v3/__https://guineaeconometrics.com/waken/hh/__;
HLSAcJDIPlyXYSH5pUeOiHWWmMNYeCoKLHnxPX1B3pkIWNgsp78hnIX
uweVKSiMpj2HE3oKovCnpdekeIS7TMJg-ZYWG0$

« https:/furldefense.com/v3/__https:/fu24554644.ct.sendgrid.net/Is/click?upn
=gAWNtuNOreFKWepXIv7FABPUTMKO3ANAMYCCRTFfc6X-
2FP2nqjwSLXIE4V2YILS-
2FCyDHS_W01XC0Bh4DKUBUA9PhasXzn15AIhFowWavbfKfLA1xLugrg
YaTV-2BQdqYGR741p2NUN-
2BcPVHoert0OfkmistD1qVJPXNOOUIe6BCjODk-
2BG3LMsLbOWSYZT2grv3pv8mV1pwIlFVifvib-2Fxqumy-
2ByoNwh3an7DVNKixCL4yZiCg7bF2dliCpFsIMpQVVsBV8gGhfNdrahiHpn
1KIIpSBtZccQ-3D-
3D__;NLSAcJDIP!IOwdH8OyxurgueebmfAIG7abiNaaX7EAJIWTBP-
v_RWXC5q-wKxCcXjor1KVasDNrm-L4SeNgWXId7drlJM$

Customers are reminded to ensure they are connected to a valid HSBC site.
The Bank’s Hong Kong domain is http://www.hsbc.com.hk. Customers should
access banking services by keying in the website address at the address bar
of the browser.

If customers are concerned, they should call the HSBC Personal Customer
service hotline at 2233 3000 and/ or report to the Police.
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Note to editors:

About The Hongkong and Shanghai Banking Corporation Limited

The Hongkong and Shanghai Banking Corporation Limited is the founding member of the
HSBC Group. HSBC serves customers worldwide from offices in 63 countries and territories
in its geographical regions: Europe, Asia, North America, Latin America, and Middle East and
North Africa. With assets of US$2,992bn at 30 September 2022, HSBC is one of the largest
banking and financial services organisations in the world.
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