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HSBC WARNS AGAINST PHISHING EMAIL AND
FRAUDULENT SOCIAL MEDIA POST

The Hongkong and Shanghai Banking Corporation Limited would like to alert
its customers to a phishing email and social media post purported to be from
HSBC. The phishing email suggests the recipients to click on a link and
activate Mobile Security Key. The fraudulent social media post promotes a
new investment programme and asked recipients to share their personal
details.

HSBC would like to remind its customers that it has no connection with the
phishing emails and social media account involved. Customers are advised
not to open any link in the email and social media post. The public should
also safe-keep their login credentials. HSBC reiterated that it will not send
SMS or email messages with embedded hyperlinks directing customers to its
websites or mobile applications to carry out transactions, or request for
sensitive personal information or credit card details from customers through
hyperlinks.

Below are the screen capture of the phishing email, social media post and link
of the fraudulent website:

Screen capture of email and social media post
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confidential. Tt may also be legally privileged.
1y the addressee you py. forward, disclose
or use any part of it, If you have received this message in error,
Please delere it and all copies from your system and notify the
sender immediately by retu ail.

"SAVE PAPER - THINK BEFORE YOU PRINT!"
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Phishing email addresses
pkarpik@sp8.legionowo.pl

Phishing URL
https:/projektpamiec.pl/black

Customers are reminded to ensure they are connected to a valid HSBC site.
The Bank’s Hong Kong domain is http://www.hsbc.com.hk. Customers should
access banking services by keying in the website address at the address bar
of the browser.

If customers are concerned, they should call the HSBC Personal Customer
service hotline at 2233 3000 and/ or report to the Police.
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Note to editors:

About The Hongkong and Shanghai Banking Corporation Limited

The Hongkong and Shanghai Banking Corporation Limited is the founding member of the
HSBC Group. HSBC serves customers worldwide from offices in 62 countries and territories
in its geographical regions: Europe, Asia, North America, Latin America, and Middle East and
North Africa. With assets of US$2,967bn at 31 December 2022, HSBC is one of the largest
banking and financial services organisations in the world.
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