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HSBC WARNS AGAINST PHISHING EMAIL

The Hongkong and Shanghai Banking Corporation Limited would like to alert
its customers to a phishing email purported to be sent by HSBC.

HSBC would like to remind its customers that it has no connection with the
phishing email involved. Below is the screen capture of the phishing email.

Phishing Email

From:no-reply-gpremittanceadvice@hsbc.com <no-reply-spremittanceadvice @hsbec com=
Semt: 20 February 2019 06:33

Ta:

subject: Remittance Advice

Payment Remittance Advice
Feb 20, 2019

Enquiries to:

accountspayable® procurement-support. hsbe.com

+B52

Supplier Name

Supplisr Address

From Payer

The Honegkong and Shanghai Banking Corporation Limited
HEBC Main Building, 1 Queen's Road, Central

Heng Kong

HE

Supplier MNumber

1021757

Bank Mumber

Branch Mumber

300008

Bank BIC Code

Bank Account

X020

I2AN

O OCOCOOO000O000D 20
Payment Reference Mumber
S06555

Paper Document Number
PEyment Date

Feb 20, 20139

PEyment Currency

HELD

Payment Amount
316,250.00

Remittance Detail
Document Reference Number
Document Date

Document Currency
Document Amount

Total amaount Withheld on Invaice
Discount Taken

Amount Paid

0284501

Jan 31, 2012

HELD

316, 250.00

.00

316,250.00

Total

.00

.00

316,250.00

Plzasa nate, the withheld amount shown above represents the total withheld amount on the invoice, and is not pro-rated for partial payments.
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If customers are concerned, they should call the HSBC Commercial Banking
service hotline at 2748 8288 or report to the Police.

ends/more

Note to editors:

The Hongkong and Shanghai Banking Corporation Limited

The Hongkong and Shanghai Banking Corporation Limited is the founding member of the HSBC Group,
which serves our customers through four global businesses: Retail Banking and Wealth Management,
Commercial Banking, Global Banking and Markets, and Global Private Banking. The Group serves
customers worldwide in 66 countries and territories in our geographical regions: Europe, Asia, North
America, Latin America, and Middle East and North Africa. With assets of $2,558bn at 31 December
2018, HSBC is one of the world’s largest banking and financial services organisations.

ends/all



