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HSBC WARNS AGAINST PHISHING EMAIL AND 
FRAUDULENT WEBSITE

The Hongkong and Shanghai Banking Corporation Limited would like to alert 
its customers to a phishing email, which requested customers to validate their 
account information and acitivate the Digital Security Key.  

The phishing email also suggests receipents to click a link that goes to a 
fraudulent website: https:/helaloa-buda-colk12if.blogspot.com 

We would like to remind customers that the Bank has no connection with the 
phishing email and fraudulent website involved, which was sent through a 
non-HSBC email address. Customers should disregard this email and avoid 
disclosing any personal information or clicking any link in the email.  

Below is the screen capture of the phishing email: 

Phishing Email 



If customers are concerned, they should call the HSBC Personal Customer 
service hotline at 2233 3000 or report to the Police.
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