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HSBC WARNS AGAINST PHISHING EMAIL

The Hongkong and Shanghai Banking Corporation Limited would like to alert
its customers to two phishing emails purported to be from HSBC. The
phishing emails suggest the recipients to sign a document digitally or to
activate mobile security key.

HSBC would like to remind its customers that it has no connection with the
phishing emails involved. Customers are advised not to open any link in the
emails. The public should also safe-keep their login credentials. HSBC
reiterated that it will not send SMS or email messages with embedded
hyperlinks directing customers to its websites or mobile applications to carry
out transactions, or request for sensitive personal information or credit card
details from customers through hyperlinks.

Below are the screen capture of the phishing emails and link of the fraudulent
website :

Phishing email
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Phishing URL

https://gebs.labs.digital-advice.de/css/lku

https://gwo.usta.edu.co/net.html

https://www.leprosycampaign.health.gov.lk/key/mobile security key/login.php?&return url=a4d7618b0
385469157d23a321166c0bd&enrolmentlD=db0c661123a32d7519645830b8167d4a?securess|=true

https://urldefense.com/v3/ https:/u24554644.ct.sendgrid.net/ls/click?upn=gAWNtuNOreFKWepXIv7FA
990rFFN2gnedMBsDx04yqBc88gmpzn-2BVOENO3q2tlgEtUcl hGgXRCsqj-2BUSM4A28ZGeHBe73VAyY6-
2B4xLE7QevkXrnKTun76fgQbpXDKGmM3B07g%t-2BrdukbzbGOIcfpz2Bulwa-
2F9HLoApON3wPsxpdjKtyx95cvEoWetM40bGIFtxhcu2rVBNKimt1X-2FHB)jUimu0M-
2FdfTcEN7mCbpksS|EE7ItBOkWISGd-

2F6eAvRPYg3EcnfiMCnd4CTxemM8iwUSLIZLVLNIW 1csy3fW24cHs7BGko-

3D ;NLSAcIDIP!1 CwT3rZddhAg SnbwGojbfgPsijrfGDawnAolmywsXS8C dkdWpWG2m151)j)QgWIigOk2

E-YQBz2uuMgSh ag$

https://urldefense.com/v3/ https:/minilabels.nl/key ;!!LSAcIDIP!wiE79]-6D0Ow1a3|Gl4x 4-
7qcoyckI8LATAOXUGwWahXxZrG-7XWwSUiDDOgSs2X73xs0_SQnxAkypCQPINsQS

Customers are reminded to ensure they are connected to a valid HSBC site.
The Bank’s Hong Kong domain is http://www.hsbc.com.hk. Customers should
access banking services by keying in the website address at the address bar
of the browser.

If customers are concerned, they should call the HSBC Personal Customer
service hotline at 2233 3000 and/ or report to the Police.
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Note to editors:

About The Hongkong and Shanghai Banking Corporation Limited

The Hongkong and Shanghai Banking Corporation Limited is the founding member of the
HSBC Group. HSBC serves customers worldwide from offices in 63 countries and territories
in its geographical regions: Europe, Asia, North America, Latin America, and Middle East and
North Africa. With assets of US$2,992bn at 30 September 2022, HSBC is one of the largest
banking and financial services organisations in the world.
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